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SanDisk® Cruzer® Enterprise
USB Flash Drive &

Check Point® Solutions
A Secure, Managed, Virtual Workspace
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EXTEND YOUR PRODUCTIVITY
BY WORKING OUTSIDE THE
OFFICE.

WORK IN AN ENVIRONMENT
YOU KNOW AND TRUST.

STAY LIGHTWEIGHT.

Supporting the trend of “Day Extender” employees seeking greater
flexibility, while enabling them to remain highly productive poses a
multi-faceted challenge to IT decision makers. First and foremost,
they are committed to address the challenge of data leakage
prevention (DLP). Second, they must make it easy for employees

to securely and cost-effectively access the data and applications
they need. Third, they are required to provide employees with their
organization’s standard computing environment that is both familiar
and immediately available wherever they go. All this, while being
able to provide standard support to users, and minimize any burden
increase on the IT Help Desk.

As always, driving down cost of ownership in a time when [T challenges
are continuously adding up remains an attractive proposition.

SanDisk and Check Point have combined forces to introduce a
new and exciting secure, portable workspace on a USB flash
drive. It runs on any Windows® host PC and provides users with
their work desktop, data and applications while working online
or offline on their home PC, visiting a customer, or using any
compatible host PC.
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Beyond Secure Storage - A Secure and e Access to a virtual private network (Check Point Secured
Access and Authentication) to use corporate data and other IT

Managed Virtual WO rkSpaCe resources outside the office

e Access to applications on host computers without concern of

IT decision makers can take advantage of this unique solution to: :
leaving traces

e Provide employees with a consistent, controlled, encrypted
and secure virtual workspace that is independent of the host
computer

All of this is available in a secure USB flash drive at a fraction of
the purchase and maintenance cost of a laptop.

e Enforce mandatory access control on all files, stored in a
hardware-encrypted, password-protected partition

e Centrally manage employees” workspace environments

e Apply granular security policies for different groups of users

e Enable compliance with privacy regulations - o s ] EE Connectra

Employees will enjoy benefits such as:

e Their own familiar work environment on host computers when
they plug in their SanDisk Cruzer Enterprise drives

e The ease of a pocket-sized drive with enough storage to
transport all critical data and applications

e Ultra-fast data transfer speeds
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Usage Scenarios
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Product Features

Hardware-based 256-bit AES
encryption

Mandatory security of all files

(100% private partition)

Strong password policy

Lockdown mode after a set number of
incorrect password attempts

Central management and control
(CMC]) client/server software (sold
separately) for management and
regulatory requirements (Optional

Ultra-fast transfer speed:
24MB/s Read, 20MB/s Write'

Available with 1, 2, 4 or 8GB?
flash memory

Software Security Features

Secure workspace
Compliance and malware check (ICS)

Secured access and authentication

Supported Platforms

Windows 2000 SP4 or higher
Windows XP SP1 or higher
Windows 2003 server

Windows Vista

'Based on internal testing; performance may be lower depending upon host device.
21 megabyte (MB) = 1 million bytes. 1 gigabyte (GB) = 1 billion bytes.
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